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What is Malware and How to Prevent It? 
 
 
 

Malware, short for malicious software, is used or created to disrupt computer operation, gather sensitive 
information or gain unauthorized access to private computer systems. 'Malware' is a general term used to 
refer to a variety of forms of hostile, intrusive or annoying programs. 
 
Malware includes computer viruses, worms, Trojan Horses, spyware, adware and other malicious programs. 
Malware is not the same as defective software, which is software that has a legitimate purpose but contains 
harmful bugs that were not noticed before release. However, some malware is disguised as genuine software 
and may come from an official company website. An example of this is software used for harmless purposes 
that is packed with additional tracking software that gathers marketing statistics.  
 
Malware can also slow down computer and internet connections and might even use your computer to spread 
copies of itself to your friends, family, co-workers, and the rest of the Internet. The good news is that with a 
little prevention and some good common sense, you are far less likely to fall victim to these threats. 
 
Malware has caused the rise in use of protective software types such as antivirus, anti-malware, and firewalls. 
Each of these are commonly used by personal users and businesses in order to stop unauthorized access by 
other computer users as well as the automated spread of malicious scripts and software. 
 

What is a Virus? 
A virus is a piece of computer code that attaches itself to a program or file so it can spread from computer to 
computer, infecting as it travels. Viruses can damage your software, your hardware and your files. 
 
Just as human viruses range in severity, computer viruses range from the mildly annoying to the downright 
destructive. The good news is that a true virus does not spread without human action to move it along, such 
as file sharing or sending an email. 
 

What is a Worm? 
A worm, like a virus, is designed to copy itself from one computer to another, but it does so automatically by 
taking control of features on the computer that can transport files or information. Once you have a worm in 
your system it can travel alone, without human action. A great danger of worms is their ability to replicate 
themselves in large numbers. For example, a worm could send out copies of itself to everyone listed in your 
email address book (unless protected with the appropriate antivirus software), and their computers would 
then do the same, causing a domino effect of heavy network traffic that would slow down business networks 
and the Internet as a whole. A worm can consume memory or network bandwidth, thus causing a computer to 
stop responding.  
 
Because worms don't need to travel via a "host" program or file, they can also tunnel into your system and 
allow somebody else to take control of your computer remotely. When new worms are unleashed, they spread 
very quickly, clogging networks and possibly making it take twice as long for you (and everyone else) to view 
pages on the Internet. 
  
What is a Trojan Horse? 
A Trojan Horse, or Trojan, is a type of malware that masquerades as a legitimate file or helpful program with 
the ultimate purpose of granting a hacker unauthorized access to a computer. Trojans do not attempt to inject 
themselves into other files like a computer virus. Trojan Horses can make copies of themselves, steal 
information, or harm their host computer systems.  
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Many Trojans rely on drive-by downloads or install via online games or Internet driven applications in order to 
reach target computers. Trojans spread when people are lured into opening a program because they think it 
comes from a legitimate source. Trojans can also be included in software that you download for free. Never 
download software from a source that you don't trust. 

 
What is Spyware? 
Spyware is a type of software installed on computers which collects information about users without their 
knowledge. The presence of spyware is typically hidden from the user and can be difficult to detect. Some 
spyware such as key loggers may be installed by the owner of a shared, corporate, or public computer 
intentionally in order to monitor users. While the term spyware suggests software that monitors a user's 
computing, the functions of spyware can extend beyond simple monitoring.  
 
Spyware can collect almost any type of data, including personal information like Internet surfing habits, user 
logins, and bank or credit account information. Spyware can also interfere with user control of a computer by 
installing additional software or redirecting web browsers. Some spyware can change computer settings which 
can result in slow Internet connection speeds, un-authorized changes in browser settings, or changes to 
software settings. 
 

What is Adware? 
Adware, or advertising-supported software, is any software package which automatically renders 
advertisements. These advertisements usually are in the form of a pop-up. They may also be in the user 
interface of the software or on a screen presented to the user during the installation process. The object of the 
Adware is to generate revenue for its author. Adware, by itself, is harmless; however, some adware may 
come with integrated spyware such as key loggers and other privacy-invasive software. 

 
How Does Malware Spread? 
Criminals continually come up with new and innovative ways to get malware onto your computer. Here are 
some of the more common ways in which malware is spread. 
 

Email 
Email attachments are often infected with malware or can automatically download and install on your 
computer when you open them. Links within an email is another way that malware can be installed on your 
computer. We suggest that you don’t just click on links within emails without being sure where that link will 
take you. There is an easy way for you to know where the link in an email will take you; just hover over the 
link and there should be a popup or reference in the status bar (usually located at the bottom) that refers to 
the true location that link will take you. If you are not sure of the web site or location where the link will send 
you, don’t click on it. 
 
It is a good practice to be suspicious of all email attachments—even those sent from friends or co-workers. 
The golden rule is that if you don’t know what an attachment is, just don’t open it. To this day, many email 
users never open attachments, no matter what. You don’t have to take such drastic steps to protect yourself, 
however; simply use common sense when opening attachments in your email. It is always a good idea to scan 
an email attachment first with anti-virus software before downloading or opening it. 
 

Infected Websites 
When you open up websites that are infected with malware, the malware can be downloaded into your 
computer without you realizing it.  Be careful when surfing.  The primary defense against this type of attack is 
to make sure that your web browser and operating system are updated. Another way to protect yourself is to 
install an Internet security suite because they offer real-time web browsing protection and gives you warning 
on which websites to avoid and which links to not click. 
 
Many web browsers and search engines also display warnings about suspicious websites. For example, 
Google.com displays the message "This site may harm your computer." Heed this warning, and look at 
another website instead. 
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Pop-Ups 
A fairly new tactic used to spread malware is through the use of cleverly disguised pop up messages that 
appear as legitimate-looking Windows alerts. Also be especially wary of hoax messages that claim to have 
scanned your computer and detected malware or viruses. Never buy software in response to such unexpected 
pop-up messages or emails. 

 
Removable Media 
Malware can be easily spread through the shared use of computer storage media such as DVDs, CDs, and USB 
drives. Remember to always scan DVDs, CDs, and USB drives before opening them up. This simple step could 
save you from a lot of trouble. Also, never insert computer media into your computer that didn’t come from a 
trusted source. 
 

Pirated Software 
Pirated software often contains malicious codes. The software may look legitimate, but downloading it from 
unknown sources almost certainly will cause trouble for your computer. Always download software from 
legitimate software providers and from trusted websites. Read the terms and conditions before installing any 
software (nobody really does this, but we all should) and do not directly click the next button without knowing 
what you are installing. You might just end up installing a toolbar filled with spyware. 
 

Social Networking 
Malware is increasingly spread through social networking sites by installing dubious third party add-on 
applications or by users clicking on web links in messages. Our recommendation is to install only third party 
social networking applications that are well known and trusted. Avoid clicking links in messages from unknown 
contacts or from suspicious advertisers. Not all individuals in our friends list are really our friends. Also, keep 
an eye on weird links from your friends and never click links in messages from unknown or un-trusted 
contacts. Avoid clicking on links sent from friends unless you are certain where they will lead you. 
 
Mobile Devices 
Malware has been known to spread through mobile devices such as cell phones. As devices become more and 
more like mini computers, the threat of malware on these devices will increase. Never install unverified or 
unsigned software on your mobile device and be alert of unsolicited text or other message requests for 
software installs or links. 
 

How Can I Tell If I Have Been Infected With Malware? 
Assuming your anti-virus or security software hasn't alerted you to the presence of a virus, here are some 
indicators that malware may be on present your computer: 
 
Your computer may slow down, stop responding, or crash and restart every few minutes. Sometimes malware 
will attack the files you need to start up a computer. In this case, you might press the power button and find 
yourself staring at a blank screen. If your computer crashes when you try to run a specific application or open 
a particular file, that should tell you that something has corrupted the data.  
 
Strange messages indicating that you can't access certain drives on your computer are another sign that 
something is wrong. Sometimes applications won't run or files that would normally open won't. This may also 
be the result of infection. Other indicators include hardware (like printers) that no longer responds. While 
none of these guarantee the presence of malware, they do suggest that something is wrong with your 
machine. 
 
If you believe your computer has been infected by a malware, don't panic. Give us a call, we would be happy 
to help. We have been removing all types of malware and infections from our customer’s computers for over 
14 years. 
 

Reducing your risk 
Nothing will guarantee the security of your computer 100 percent. However, you can continue to improve your 
computer's security by keeping your software up to date and maintaining your antivirus or security software. 


