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Protecting Yourself Online 
 
 
 

In the last ten years the growth of the Internet has meant that a world of possibilities is available to anyone 
from the comfort of their own computer. Shopping, communication, banking and making friends—it can all be 
done with the click of a mouse. Unfortunately the criminal side of society has also discovered the value of the 
online world.   
 
These individuals directly target those who do not take the a few simple steps necessary to protect 
themselves. It is so important that you, your business, your family and each and every one of the devices 
with online access (smartphones, tablets, netbooks, laptops and desktop computers) are protected from these 
potential threats. Though most people are aware of these various risks, surprisingly, few people protect 
themselves properly. 
 
In this article we will show you how to protect yourself using some "best practices" for safely surfing the 
Internet—all without spending a dime. 

  
Firewalls  
Firewalls give basic but essential protection which can prevent others from gaining access to personal 
information stored on a computer. Firewalls should prevent most hackers and some viruses.  

Security Software  
Security software packages (with anti-virus, anti-spam, and spyware detection features) are essential to 
protect against security threats which can attack a computer through incoming emails or while you browse the 
Internet. They may also monitor for spyware which reads and sends out private information stored on a 
computer. Security software must be kept up-to-date to ensure maximum effectiveness. Anyone browsing the 
Internet without security software is at extreme risk of infection or an online crime. 

Updates 
Keep your computer’s operating system, browsers, antivirus, and other software up to date with the latest or 
daily security patches. 

Be Careful What You Download 
When you download a program or file from an unknown or unfamiliar source, you risk infecting your computer 
with malicious software programs. Before downloading, make sure you check the domain and verify that you 
are on the site you trust and not a fake site representing it. During the download possess, when prompted, it 
is best to save a download to your desktop instead of running it. After the download is complete you can then 
scan your download with your security software. Also be cautious of freeware (free software), a lot of freeware 
has spyware or adware connected to it. Common freeware includes desktop backgrounds, free images, 
emoticons, computer games, desktop applications, P2P file sharing programs and the files you can download 
from file sharing programs. 

Don’t Be Tricked Into Clicking 
You don’t have to click “OK,” “Agree,” or “Cancel” to close a window. If you want to close a window or dialog 
box, consider the options provided by your operating system or Web browser, such as closing the window with 
the ‘x’ mark in the upper corner or typing Alt+F4 in Microsoft Windows. Pay attention when closing windows; 
some dialog boxes may have a prominent statement that says, “click here to close window,” then in less 
prominent text adds, “and install software.” 
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Passwords 
Passwords can be a key to many things, for example your emails, your Facebook profile, or your bank 
account. When you create an account, you may have the “password dilemma” for a second. The dilemma is 
whether you should provide a weak password that is easy to remember or a strong password that is hard to 
remember. The best passwords are ones that are difficult to guess. Try using a password that consists of 8 
characters and a combination of numbers, letters (both upper case and lower case), punctuation, and special 
characters.  You should change your password regularly and use a different password for each of your 
accounts. Don't share your password with others and never reply to "phishing" emails with your password or 
other sensitive information. You also shouldn't store your password on your computer. If you need to write 
down your password, store it on paper in a secure, private place. 

 
Responding to Emails Requesting Personal Information or Phishing Scams 
Legitimate entities such as a bank, an online eCommerce store, or a large credit card company will never ask 
you to provide or verify sensitive information through a non-secure means, such as email. Phishing emails will 
almost always look extremely convincing, complete with the establishment’s logo and a legitimate-looking and 
well written email message. For example an online store may say something similar to, ”Your recent credit 
card purchase has been declined”. It could also be from a legitimate-looking bank stating that they have 
recently detected unauthorized activity from an unknown IP address on your account.  
 
Those who use such messages usually emulate and copy an email the online bank or retailer would send out 
to make it seem real. If you have any reason to believe that your financial institution or other company 
actually does need personal information from you, pick up the phone and call the company yourself. Using the 
number your financial institution or other company has provided to you, not the one the email provides! 

 
Online Shopping 
Practically everyone now goes online to buy music, software, books and tangible goods such as furniture, 
computers and even automobiles. There are millions who enjoy the ease and the cost savings of shopping 
online. The security features which are used by all of the reputable online stores ensure that transactions are 
100% safe and secure. There are some safety tips however that you should be following to avoid becoming 
another victim of identity theft. 
 
Avoid purchasing goods and services from websites that do not have secured check-out using “HTTPS.”  Pay 
attention to the address line on the checkout page which asks you to enter your credit card information.  If 
the page does not have an “S” following “HTTP” in the address line, consider shopping somewhere else.  Be 
aware that some information transmitted on regular HTTP pages is done so using plain text which can be 
easily intercepted by computer hackers.  
 
Most shopping sites offer to save your credit card and address information for easier checkout in the future. 
While this is convenient for the few sites you shop at regularly, please do not opt to save info on every site 
you shop. Though the information is supposedly secured, successful hacking attempts have occurred in the 
past and personal data has been stolen—even with reputable online sites. Also, there are too many stories of 
personal information getting "lost." 
 
Social Networking 
The relaxed nature of social networking sites means that users sometimes reveal information about 
themselves that they would not otherwise make public. Be careful with what you put on social networking 
sites about yourself, your friends, and your boss.  Remember—once on the Internet, always on the Internet, 
especially photographs. Users of social media websites must exercise caution before displaying personal 
information. Dates of birth, telephone numbers and email addresses can all be used by criminals for the 
purposes of identity fraud. Privacy settings can be adjusted to restrict access to users' information. 
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Unsecured Wireless Networks 
Beware when connecting your laptop or mobile device to unsecured networks. Computer hackers on the same 
network can intercept your Internet use and in some cases access files on your computer. Consider password 
protecting your home wireless network and using a personal firewall program for additional protection. 

 
Photos 
Photos taken from smartphones, for example, embed the GPS coordinates in the photo, which will allow others 
to know the location of where the picture was taken and this may be used to find you.  Beware of this when 
posting photos to online social media sites.  Remember that pictures posted online may be copied, altered, 
and shared with many people without your knowledge or consent, unless you use privacy settings to limit who 
has access to the pictures. 

 
Webcams 
Be careful when using webcams.  They can be high-jacked and turned on remotely.  This allows others to 
illegally view and listen to individuals without their knowledge.  Consider turning them off or disconnecting 
them when not in use.  Limit or do not allow your children to use webcams and talk to them about the risks. 
 

Public Computers 
Avoid typing sensitive information on public computers such as those in a public library or an internet café.  
Spyware may be installed on these computers that record your every keystroke.  Also, you never know who 
may be watching your activity.  Never select the feature that automatically signs you on to email or check any 
box to “Remember My Password” on websites.  

Conclusion 
Your online safety is 10% dependent on someone else and 90% dependent on you. Most risk factors can be 
controlled through the simple steps outlined in this article. These simple tips can help safeguard you from the 
majority of online threats. Your judgment plays a larger role than any piece of software can.  

Happy surfing. 

 


