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Protecting Your Children from Online Risks 
 
 
 

The Internet is a dangerous place for children to navigate. Your children don’t have to actively seek any 
undesirable website or look for friendships with ill-intentioned people to be exposed to it. The harsh reality is 
that the Internet is full of criminals who will stop at nothing in their attempts to exploit children in any way 
they can. Danger is always one click or friend request away. Adults that are responsible for the well-being of a 
child cannot take for granted that the child is safe online. Parents must take every measure available to 
ensure that the child does not view adult-oriented material, is not solicited by adults posing as children or 
does not provide personal information to people or websites that are unknown. 
 
While some of these criminals primarily collect and trade child-pornographic images, others aim at having 
personal encounters with children. By using online communicating systems such as chat rooms or private 
messages in social media outlets or online gaming, they gradually seduce children by pretending to empathize 
with their problems and displaying a great deal of affection. These behaviors are sometimes followed by gifts. 
These individuals are often willing to devote considerable amounts of time and money in this process. 
Many parents feel that their child is in no danger sitting in the safety of their own home. This is simply not 
true. The Internet can be a very dangerous place for a child to play without proper adult supervision and 
rules. Child molesters and other offenders look at the Internet as a plentiful playground full of children from 
which to choose their victims. 

Tips to Protect Your children 
There are ways to protect your children from the dangers of the Internet and make it a safe and fun place for 
them to learn. Just as with any other potential dangerous toy your child has, there should be rules for them to 
follow when using it. The following is a list of tips suggested to help keep your children safe. 

• Keep the computer in a common room in the house and position the monitor so it’s available for public 
viewing. 
 

• Use blocking software or filtering programs, but don’t rely on them as your only line of defense 
 

• Monitor your child's computer use. Talk with your children about their online activities and their online 
friends. 
 

• Establish rules for using the Internet and teach your children important safety guidelines. Talk with your 
children about potential online dangers. Spend time with your children online. Have them show you their 
favorite sites. 
 

• There are a number of child-safe search engines available on the web. These sites tend to be directories of 
known safe sites that are reviewed by individuals. Using these directories children can learn to use search 
strategies without accidentally stumbling into a dangerous site. 
 (GoogleSafe, Yahoo Kids, KidRex, and Ask Jeeves for Kids)  
 

• Predators often use chat rooms to contact children. Teach your children that people online are not always 
who they say they are. Do not let your children have online profiles, so they will not be listed in directories 
and are less likely to be approached in chat rooms. These are areas where pedophiles often search for prey. 
Make sure to tell your children to never "go private" in chat room. The only reason someone would ask them 
to do this is because they intend to do or say things that are inappropriate in public. 
 

 

http://www.safesearchkids.com/
http://kids.yahoo.com/search
http://www.kidrex.org/
http://www.askkids.com/
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• Tell your children to never give out personal information, including their real name, address, phone number, 
school they attend or teachers' names, parents' names, or a picture of themselves to anyone they meet 
online. 
 

• Tell your children to never tell anyone where they will be or what they will be doing and make sure they 
understand that they may never meet someone from online without you. 
 

• Frequently check your computer’s Internet history to see what websites your child is visiting. 
 

• Monitor your child’s email account. Tell your children never to respond to rude or offensive emails. Let him 
or her know you’re checking it and why. 
 

• Teach your children to immediately tell a parent, teacher or trusted adult if they feel uncomfortable about 
anything they’ve seen or heard on a computer. Your child may not understand the serious things that may 
happen to them unless you give them some clear, easy-to-understand examples. 
 

• Changes in your child's behavior (mention of adults you don't know, secretiveness, inappropriate sexual 
knowledge, sleeping problems, etc.) may indicate a problem. If you see anything suspicious or think that 
your child may be a victim of Internet exploitation, contact your local FBI office or law enforcement agency. 
 

• Monitor the amount of time your child spends on the Internet, and at what times of day. Excessive time 
online, especially at night, may indicate a problem. Remember, time on the Internet is time taken away 
from other healthy activities. 
 

• Tell your children that they must let you know if anything seems strange to them, if they are asked personal 
("what are you wearing") type questions, or if their online friend invites them someplace. 

By enforcing these rules in your home, the Internet can remain safe, educational, and a fun form of 
entertainment instead of becoming a potential danger.  

Internet Tools You Can Use 
Many companies have created programs to help parents protect children from the dangers of the Internet. 
One of the most popular and effective programs is called Net Nanny. It acts as an invisible monitor between 
the Internet and your family. It operates in the background without even being noticed. It screens out words, 
phrases, and user defined sites that the parent deems inappropriate. The parent has the authority to tell Net 
Nanny what they want their child to be able to access and what they shouldn't be able to view. This is an 
advantage over some of the other similar software programs because what some parents find appropriate, 
others may not. Net Nanny can block world wide web URL's, email, news groups, IRL channels, FTP's, words, 
phrases, and important information such as credit card numbers, addresses, and telephone numbers. Another 
advantage is that it can operate with or without the child being aware of it. The Net Nanny works with parents 
in the fight for their children’s safety and against the dangers of the internet. Net Nanny's home page allows 
adults to enter new "inappropriate" sites. In our experience Net Nanny is an excellent way to protect your 
children.  

There are also free options for parents who would prefer a no-cost alternative to paid services and software.  
Norton Online Family is free software that lets parents monitor the websites their children visit as well as what 
they search for online and who they chat with. Parents can not only set time-limits for how long their children 
can use the PC for, they can also see their social networking activities and even receive an email report about 
each child’s online activities. 

Conclusion 
The internet can be a dangerous place for your child to learn and play. However, utilizing screening software 
and setting rules for the computer can make it safe and appropriate. The safety issues surrounding children on 
the Internet are real and parents need to realize this. Parents understand the negative effects the Internet can 
have on their child and do their part to make the Internet a fun and safe place for children to explore. 

http://www.netnanny.com/
https://onlinefamily.norton.com/
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