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A Beginners Guide to Data Backup 
 
 
 

No matter how well you treat your computer system, no matter how much care you take, you cannot 
guarantee that your important data will be safe if it exists in only one place. The chances of data loss are 
much greater than most people realize, and far too great to risk. That’s why Dominion Technologies feels you 
should be aware of the following information. 

 
Key Points To Data Backup 

• Understanding 
• Importance 
• Risks 
• Hardware that can be used to backup data 
• Software that can be used to backup data 
• Lifespan of various media and how to keep them in good condition 
• Online storage 
• Play it safe 

 
Understanding 
Simply put a backup means that you have a copy of data stored somewhere else. It means you have 2 copies. 
If one copy fails, then the second copy could be used. The second copy is unlikely to fail at the same time as 
the first copy, unless of course a natural disaster happens. This may happen, but is unlikely. When you 
backup data try to keep it in two separate places rather than one, but at the same time keep it secure from 
any unauthorized users. 
 
There are a lot of ways to back up your data and it is not really as difficult a process as people may think. It is 
wise to take into account projected future data needs and make a decision on backup storage size for existing 
and future data at one time. 
 

Importance 
How important is your data to you? The steps that you take to protect your data are the real answer to that 
question. People lose large quantities of data because they have no backups-only to respond by complaining 
about how important the data was to them. 
 
Why wasn't it backed up? If it matters enough to get upset over losing it, it's worth protecting. Backups are an 
essential part of data protection.  
 
People neglect backup procedures only because they haven't had a disaster happen to them (yet). They may 
not know how, or they may feel uncomfortable backing up their own systems. They may forget to backup 
simply because they don't have a routine for it. Some might feel that doing the backup is a time-consuming 
chore and they can't be bothered. 
 
Here's a mental exercise that you can do to help you understand the importance of backups. Take a look at 
your PC and think about what is on it. Think about your data and your programs. Consider how much time it 
took to create the data, and to set up and tweak your PC so that it works the way you like. Now imagine that 
one morning you go to your desk and the PC has vanished without a trace. What would you do? 
 
If you had insurance on the hardware, perhaps in a week you’d get a new computer...The point is, it’s only a 
new computer. This means a new hard drive, which also means, no previous data. Information stored on the 
computer cannot be restored or recovered once it is lost, unless it is backed up. Most people, who take this 
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exercise seriously, begin to take the idea of backups much more seriously. This is only a mental exercise, but 
don't think it can't happen to you in the real world. 
 
Recovering from a disaster such as a total disk crash or computer theft can be very traumatic, much more 
than most computer users realize. Yes, the event would still be traumatic even if you had systematically 
backed up all of your data. However, you would still have your data; therefore, a majority of the turmoil, and 
most of the time required for the business to recover would be removed. The pain of recovering from a 
disaster and the costs associated with recovery it, even a small business, can run into the thousands of dollars 
very quickly. 
 
Risks 
If you do a reasonable amount of computing, it is only a matter of time before you will need access to 
backups of your data or programs. There are many different risks to your data; most people just think of the 
infamous, dreaded disk crash. This is a real risk due to the technology used in data storage, but there are 
many other ways that you can lose data on your computer as well. In fact, the list of risks below is far from 
exhaustive, though it covers the most common problems. 
 

• Unauthorized Access 
• Memory Errors  
• Hardware Failure 
• Power Loss  
• Software Failure 
• File System Corruption  
• Accidental Deletion 
• Virus Infection  
• Theft  
• Natural Disaster 

 

Hardware That Can Be Used to Back Up Data 
Common media that can be used to back up data: 

• External Hard Drive 
• USB Memory Stick 
• CD/DVD Disks 

 
These devices usually have a long lifespan, but it is important that you make a newer copy of a backup 
material if it is really important. It is recommended for a home user to purchase a USB memory stick if there 
is not too much data that needs backing up. A portable hard drive is recommended if a lot of data needs 
backing up regularly. These can be purchased quite cheaply and it is a worthy investment. It is important that 
you backup your data on a regular basis.  
 
How to determine what you need? 
 
Ask yourself these questions: 

1. How much data in size do I need backed up? 
2. Will I add a lot more data in the future? 

 
If you are going to backup data that gets updated frequently, we recommend that you do not go for a 
CD/DVD disk. If it is a onetime backup such as family photos that is under 4.7 GB in total size, then you may 
use a standard DVD disk. If you have only a few documents that aren’t large in size then it is recommended to 
use a standard 700 MB CD disk this is a cost effective solution.  
 
If you are going to do a lot of regular backups, then it is recommended that you use media that makes it easy 
to write over or resave such as a portable hard drive or USB memory stick. 
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There are many places where you can purchase a USB memory stick or portable hard drive. Higher capacity 
media are usually more costly, but you usually get a better deal. Also, it is important to buy a quality media 
rather than inexpensive media for a more reliable backup solution. 
 
Software That Can Be Used to Back Up Data 
Today there are a lot of software solutions for backing up data. Using software to back up your data has a lot 
of advantages over copying and pasting them manually onto a removable media. 
 
Automated Backups – This means that you don't have to do anything other than setting the time and date you 
want the backup to take place and the drives or files you want saved. 
 
There are a lot of versions of and advance features on software available for backup purposes. You should 
note that if this is for just home use, there is no point in paying the higher price for any small or medium 
business-size package.  
 
Here are two good examples of backup software programs that are available: 
 
Norton Ghost 

Acronis True Image 

 
There are also free software packages for backup. The two most highly regarded programs are: 
 
Cobian Backup 

FBackup 

 
You may even choose to use the built in application on your operating system. Microsoft Windows is one that 
has a backup and restore option available. 
 

Lifespan of media and how to keep them in good condition 
The lifespan of a medium usually depends on the manufacturer and the quality of the product, but here is a 
list of the normal lifespan for several media formats. 
 
CD/DVD's usually last around 2-15 years, but the lifetime can be expanded by keeping them in a cool, dry and 
dark location as well as always keeping them in their cases and making sure you only touch the edges so that 
you do not leave any dirt or oil and so you don’t on or scratch the discs. 
 
USB flash drives have the highest life expectancy of any storage medium. Some manufacturers claim that 
their flash drives can last for over a hundred years, but normally we expect that they last for around 5 to 10 
years. However this depends on the manufacturer (the cheaper it is the more likely it is to fail). 
 
External hard drives have a life expectancy of 1-10 years depending on the brand and quality of the hard 
drive. Here are two good hard drive brands 
 
Western Digital 

Seagate 

 
The life expectancy of a hard drive can be prolonged by keeping it in a clean dry place and not moving it while 
it is turned on. 

 
 
 
 
 

http://us.norton.com/ghost/
http://www.acronis.com/homecomputing/products/trueimage/
http://www.cobiansoft.com/cobianbackup.htm
http://www.fbackup.com/
http://www.wdc.com/
http://www.seagate.com/


 Page 4 of 4 

Online Storage 
A copy of your data may be saved online and away from the computer and other hassles such as back up 
media. In the case of a natural disaster your data will be safe. Files online are also encrypted for your privacy. 
 

Here are a few paid online backup companies worth looking at: 
 
MyPC Backup 

Crashplan  

OpenDrive 

 
There are also free online backup solutions available: 
 
SugarSync 

DropBox 

Spideroak 

Play It Safe 
Losing data is a risk we all take when we rely on technology. But the loss of data doesn't have to mean 
catastrophe. With a bit of preparation and foresight, you'll have all of your precious data back in no time. 

http://www.mypcbackup.com/
http://www.crashplan.com/consumer/crashplan-plus.html
http://www.opendrive.com/
https://www.sugarsync.com/
https://www.dropbox.com/
https://spideroak.com/

